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Introduction
Cyber security is a hot topic for us all, whether we’re in the business world, the IT world or 
the employment world. Everywhere you look, data and forecasts demonstrate the scale of the 
problem and news of major corporations being hit by hackers regularly hits the headlines. 

One study by the Center for Strategic and International Studies, a Washington DC policy 
research group, and McAfee, the technology security firm, puts the annual cost of 
cybercrime to the world economy at more than $400bn to say nothing of the wider impact 
on business reputations and personal lives. Gartner estimates that there are over 500,000 
cyber attacks globally every day and that cyber spending will hit $86bn this year. 

As a result, businesses are fast waking up to the need to protect their cyber presence. 
Cisco estimates that there will be 1 million cyber security job openings in 2016. Demand is 
expected to rise to 6 million globally by 2019, with a projected shortfall of 1.5 million, says 
Michael Brown, CEO at Symantec, the world’s largest security software vendor. All of which 
means that cyber experts are in huge demand in the employment marketplace. IT JobsWatch 
reports that the average salary for a cyber expert in the UK in the first quarter of 2016 was 
£60,000 – close to a fifteen per cent increase in one year and Burning Glass, in its report on 
cyber security and the Job Market, says that cyber experts can command an average salary 
nine per cent higher than other IT professionals.

And this is not a temporary phenomenon. All the research shows that technology trends, 
such as mobile applications, the proliferation of open wireless networks and the Internet of 
Everything will continue to extend the scale and reach of cybercrime. At Norrie Johnston 
Recruitment (NJR), we have carried out our own research on how individuals react to 
common cyber security threats and what this means for them as consumers, employees and 
employers. The results merely underline the scale of the problem at the simplest level, as you 
can see on the following page. In addition, we’ve commissioned a series of experts in cyber 
security to delve into these issues in more detail and provide guidance on how companies 
and individuals can prevent and manage these threats – we hope you’ll enjoy reading their 
thoughts and advice.

There are clearly major implications in all this for the employment world. The competition 
for talent, to secure the best qualified and most experienced resources will be intense and 
companies need to work closely with committed and focused search firms, such as NJR, to 
ensure they have the best chance of fulfilling their hiring needs. 

But there is also a wider lesson that is underlined time and again in our report: that 
cyber security is not the preserve of a small number of experts within a company. It is 
the responsibility of everybody. It needs close integration between IT, HR and Security; it 
needs to be embedded in the culture of the organisation and it needs to be built into the 
entire employment lifecycle starting with pre-employment screening and on-boarding and 
induction processes.

Graham Oates 
Chief Executive, Norrie Johnston Recruitment. 
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How real is the threat? 

But by following the advice set out in this guide, you can 
ensure your company takes a smarter approach to cyber 
security, reducing your risk of attack.

As our contributors will go on to tell us, one of the 
greatest risks to a company’s cyber security is, in fact,  
its employees.

Simply by being IT users and consumers, the majority of  
us are regularly exposed to cyber scams, often through  
no fault of our own. According to research carried out on 
behalf of Norrie Johnston Recruitment, just over 50 per  
cent of respondents had experienced some kind of scam  
in the last twelve months from a fake email from Paypal, 
Apple or a bank (29 per cent) to a Facebook scam (12 per 
cent) to clicking a link that put a virus on a PC (7 per cent). 
It’s clear to see this problem is very real.

More worryingly, the way employees behave could be 
exposing companies to higher levels of risk. A lack of 
awareness about, or a lax attitude towards, cyber security 
good practice means we are regularly putting our employers’ 
security at risk. For example, Norrie Johnston Recruitment’s 
research showed that 40 per cent of respondents use the 
same password for different applications or write down their 
passwords, 16 per cent work while connected to public wifi 
networks and 15 per cent access social media sites on their 
work PCs. All of which potentially leave a company’s cyber 
doors wide open.

A scam email purporting to be from a friend

A scam on Facebook

Clicking a link putting a virus on your PC

A fake email from PayPal, Apple or your bank

Someone using your credit card details

Someone calling about a problem with your PC

Question One: Which of the following have you experienced in the past 12 months?*

17%

12%

7%

29%

3%

16%

Used someone else’s USB stick on my work PC

Used public wifi for work

Written down my passwords

Downloaded apps to a work phone

Opened attachments from unknown senders 

Transferred work documents via unsecure apps

Used the same password for different apps

Let someone use my work computer

Looked at social media sites on my work PC 

Question two: Which of the following have you done?**

2%

16%

17%

5%

5%

23%

10%

15%

7%

* figures based on 1505 survey responses 

** figures based on 1512 survey responses
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Barry Scott, Centrify
Barry is EMEA Chief Technology Officer at Centrify. He is focused on bringing the benefits 
of Centrify’s unified identity management software and cloud-based Identity as a Service 
(IDaaS) solutions into easier reach of businesses by helping customers leverage their 
existing identity infrastructure. 

Prior to his appointment as CTO, Barry held the post of technical director at Centrify for nine 
years. In this role, he helped organisations manage their Identity Management and Auditing.

Benny Czarny, OPSWAT
Benny is the Founder and CEO of OPSWAT and has over 20 years’ experience in the 
Computer and Network Security field. From the early days of computer viruses, he has 
been interested and involved in the fields of encryption, network operations, security 
vulnerabilities detection and research. 

He worked as a programmer, team leader and engineering manager in several companies 
before founding OPSWAT in 2002. 

Eldar Tuvey, Wandera
Eldar is Co-Founder and CEO of Wandera, the provider of advanced mobile threat prevention 
for enterprises. He is responsible for driving the company’s strategic direction and growth. 

Prior to co-founding Wandera, Eldar co-founded and served as CEO of ScanSafe. Eldar 
started his career at Goldman Sachs and completed his MBA at INSEAD.

François Amigorena, IS Decisions
François is the founder and CEO of IS Decisions, a provider of infrastructure and security 
management software solutions for Microsoft Windows and Active Directory. IS Decisions 
offers solutions for user-access control, file auditing, server and desktop reporting, and 
remote installations.

Its customers include the FBI, the United Nations and Barclays who rely on IS Decisions to 
prevent security breaches; ensure compliance with major regulations; such as SOX, FISMA and 
HIPAA; quickly respond to IT emergencies; and save time and money for the IT department.

Gary Peace, ESID Consulting
Gary is a specialist in Insider Threat Management, Information Security, Protective 
Monitoring and in Business Resilience / Continuity. He founded ESID Consulting, which 
works with governments, HNW individuals, think tanks, companies and organisations of all 
sizes, across a range of sectors. 

A former New Scotland Yard detective, Gary was responsible for ‘Insider Threat Monitoring’ and 
all internal and Anti-Corruption (network) Investigations across the force. He is also a former 
Head of the Digital Investigations for the UK Competition and Markets Authority.

Contributors 
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Jim Steven, Experian
Jim is Head of Data Breach Services for Experian in the UK where his focus is on helping 
businesses take proactive steps to prepare for the ever-growing threat of data breach and 
supporting organisations through this challenge. 

Prior to joining Experian, Jim worked in the security and risk management industry providing 
expertise in security risk management solutions, travel risk management, aviation security 
and corporate security for some of the world’s largest security companies. 

Paul German, Certes Networks 
Paul is Certes Networks’ VP EMEA, responsible for growing the company across the region. 

Certes Networks’ award-winning CryptoFlow® Solutions enable enterprise applications 
to be securely extended to any user on any device in any network, Cloud or virtual 
environment. Companies around the world rely on Certes to protect access, accelerate 
application deployment, simplify network projects, reduce IT costs, contain breach threats, 
and shrink the enterprise attack surface.

Pedro Abreu, ForeScout
Pedro is Chief Strategy Officer at ForeScout, the network security experts. With more than 
fifteen years’ experience in the high-tech industry across Europe and North America, Pedro 
has a deep understanding of all go-to-market aspects, along with knowledge of building 
highly effective teams and developing strong relationships with clients and stakeholders.

Reinhard Mayr, COPA-DATA. 
Reinhard is product manager at the industrial automation software expert COPA-DATA 
and is based at the company’s headquarters in Austria.

COPA-DATA is the technological leader for ergonomic and highly dynamic process 
solutions. The company, founded in 1987, develops the software zenon for HMI/SCADA, 
Dynamic Production Reporting and integrated PLC systems. 

Richard Cassidy, Alert Logic
Richard is the expert product lead and technical evangelist for Alert Logic solutions in 
the EMEA region. He is jointly responsible for developing and implementing the technical 
strategy for the international business in terms of team growth and channel development. 
He is also responsible for working directly with new and strategic partners in the Cloud 
(Private and Public), Service-Provider and Reseller markets.

Contributors (continued) 

Norrie Johnston Recruitment | Page 6norriejohnstonrecruitment.com



Ryan Wilk, NuData Security
Ryan is the Vice President of Customer Success at NuData Security where he is responsible 
for ensuring the success of every NuData customer during the lifetime of the partnership. 

In his previous role, Ryan was the Manager, Trust and Safety at StubHub, an ebay 
company. Prior to joining StubHub, Ryan spent eight years with Universal Parks & Resorts 
where he established and implemented the eCommerce Loss Prevention teams at both 
Universal Orlando Resort and Universal Studios Hollywood.

Sarel Lamprecht, Phishield Group
Sarel is cofounder and Managing Director of the Phishield Group which offers the first loss of 
funds warranty that protects individuals against cyber-fraud and phishing attacks, globally. 

Sarel is currently studying part time for a PhD.

Simon Heron, Redscan Ltd
Simon is CTO of Redscan Ltd and is responsible for the development of the company’s 
Advanced Malware Detection platform and service. 

Simon has worked with market leading companies throughout his career including Bell 
Labs, Huawei and Thomson Reuters. He has more than nineteen years’ experience in the IT 
security industry and has developed and designed technologies including firewalls, anti-
virus, LANs and WANs.

Tarun Samtani, Findel plc
Tarun is the Group Cyber Security Manager for Findel plc, Express-Gifts and Findel 
Education and has fifteen years of experience working across sectors including 
telecommunications, ISPs, financial services, gambling and retail.

During the course of his career Tarun has been involved in the strategy planning, 
architecture, design and implementation of a number of enterprise security programmes. 
He has a passion for Cyber Security and regularly addresses global audiences. 

Tony Berning, OPSWAT
Tony joined OPSWAT in 2012 to manage the Metascan and Metadefender product lines. He 
has over ten years’ experience in software development and product management in both 
Agile and Waterfall environments. 

His expertise includes global market analysis through Dun and Bradstreet’s Graduate 
Leadership Program, managing a product line with 100,000+ customers drawing $50M 
in annual revenue and developing products to secure critical infrastructure and SCADA 
environments worldwide.

Contributors (continued) 
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To set the scene, Gary Peace (ESID 
Consulting) introduces us to the scale of 
the cyber security problem and reveals the 
biggest threat to a company – its employees.

The scale of 
the problem
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The scale of the problem 

Cyber Security and Cyber Crime are intrinsically 
linked. The term cyber is fast becoming the buzz 

word, used by everybody with something to say 
about the risks and threats of doing anything online. 
However, the term is just adding a gloss to an already 
existing problem facing business and consumers. 
But the problem is nothing new, it is just simply old 
fashioned ‘crime’, just being committed with the aid of 
or over computer networks. That’s it. It’s still theft or 
criminal damage or fraud.

So what is the scale of the problem? Well it’s big and 
getting bigger and it’s aided by the way we do business 
and manage our lives in this internet enabled world that 
we inhabit. 

The problem is that the checks and balances that existed in 
the manual, physical and hierarchical office environment of 
20 years ago no longer exist. Back then, if we wanted a file 
from HR or finance we had to get up from our desks and 
go and find the ‘gatekeeper’ to that information, persuade 
them (or not) that our request was a valid one and that we 
were authorised to have access to it. And only from that 
point onwards were the keys found, cupboards unlocked 
and the file handed over, under supervision. 

Nowadays, all we do is click into a folder from our desktop 
and hey presto, we get access to information that was 
previously locked away. Now, maybe our access permissions 
are correctly set and all the systems are working as they 
should be. If they are, then we should only have access to 
those files and folders that we are entitled to. However, 
if the settings are wrong or no one’s told IT what we 
should or shouldn’t have, then we may well have access to 
information that we are not entitled to.

The problem is that several recent and well respected 
surveys have shown that our employees do not  
understand the value of information. 

• Over half of employees don’t understand the 
consequence of company information loss. 

• Half of employees have access to company IP that  
they themselves deem is above their pay scale. 

• Lack of understanding is apparent in the boardroom 
too, where the value of company information is  
poorly understood. 

• Senior managers do not see the threat.

What this all points to, is a lack of a security culture 
in organisations, with security being seen as an 
inconvenience as opposed to a benefit. There is too much 
focus on technology and too much reliance on an already 
overstretched IT department. 

What’s more worrying, however, is the fact that 35% of UK 
employees would sell a company’s intellectual property for 
the right price! 18% of employees would sell information 
for £1,000 and 29% would sell it for £10,000. 

But the solution is simple. There needs to be more joined up 
thinking between HR, Security and IT to remove what can be 
very fragmented reporting processes. Without clear lines of 
communication, risks, threats and security issues will not be 
recognised and incidents will not be dealt with holistically.

The protections that we once had in our business with a 
strong perimeter and robust firewalls are no longer what 
they were. In our Internet connected world things are a little 
more porous. The human factor is the gap in our defences. 
The insider is the biggest threat that companies face today.

of UK employees would sell a company’s  
intellectual property for the right price

35%
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The insider threat

T here is much talk in the cyber security world about 
what is termed the ‘insider threat’. However, to 

those not in the know, the term can be misleading and 
mean different things to different people. So, to set 
the scene, the ‘insider threat’ is simply someone who 
works within your company or who has access to your 
systems and data, together with the recognition that 
there is a risk or a threat associated with that access. 

The insider threat is made up of four different groups of people:

• The Malicious Insider
• The Flight Risk
• The Unwitting Insider
• The Un-Trusted Insider

The risk posed from a Malicious Insider is, compared to 
the other groups, minimal. It’s the person who wants to 
do something bad with your (or your clients’) data or your 
company assets, and the reality is that thankfully, there are 
relatively few of these people around. 

The Flight Risk is the employee who has secured a job with 
a competitor or who may be wants to set up his or her own 
business in competition with yours, and plans to use your 
data or intellectual property in this new business venture. 

The Unwitting Insider is the biggest risk. It’s the person 
who mistakenly shares your entire client list by cc’ing 
instead of bcc’ing their email addresses. Or it’s the 
employee who finds a USB stick in a communal area and 
decides to plug it into their desktop to find out who it 
belongs to and in the process inadvertently downloads 
malware to your systems, from what was a ‘planted’ device. 

The Un-Trusted Insider might be the IT guy who you let 
go last month, but because you were being nice and you 
allowed him to finish out the week before restricting or 
terminating his access, he was able to create a backdoor 
into your systems, using false credentials.

So, now you know who you’re looking for, how do you deal 
with the insider threat? Well, it’s about building security into 
the entire employment life-cycle. It’s about pre-employment 
screening, on boarding, induction and socialisation. It’s 
about having the means to recognise changes in employee’s 
personal circumstances and emphasising the importance of 
culture, reporting and communications. 

Insider threat management is about performance 
management, supervision and staff appraisals. It’s about 
having exit strategies and procedures in place to deal with 
termination of employment (a termination checklist for 
example). And it’s about the integrity of your suppliers, 
contractors and other third parties, and making sure that they 
treat your data, or your clients’ data, the way you or perhaps 
more importantly your clients would expect it to be treated.

One of the biggest factors in mitigating the insider threat 
is by scrupulously treating all employees with fairness and 
transparency and avoiding any form of ‘disgruntlement’ in 
the workforce, but it’s also about having visibility of user 
behaviour. You need to know what your employees are 
doing with your data. 

You need to be able to profile user behaviour (for example, 
the insider threat is generally male) and map it against 
the vulnerabilities in your organisation. This visibility 
also includes knowledge of your employees well-being, 
through a welfare support programme combined with a 
whistleblowing facility. 

When this is all integrated within a properly structured and 
recognised security and business resilience or continuity 
framework such as ISO27001 and ISO 22301, combined with 
risk profiling, user awareness, and organisational mapping, you 
are then able to work out the context of that behaviour. And it is 
context that is the key to managing your insider threat.

You need to know what  
your employees are doing 
with your data
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As our research showed, we’re all susceptible to 
cyber scams and constantly – often unwittingly 
– leave ourselves open to attack. Here we look 
at some simple tactics to help change your 
employees’ behaviour and reduce your risk.

Reducing the 
risk to your 
company
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A few small steps for man,  
a giant leap for online security 
By Richard Cassidy, Alert Logic

T he online world is vast; it’s a vortex of data and a 
gateway for hackers. But you don’t have to transform 

into a Jedi to oppose the threats in the hidden fortress 
that is the internet. Just encourage your employees to 
follow these straightforward and simple tips to make life 
harder for hackers and keep you secure. 

Open Wireless Access Points
As you take a seat on the comfy leather sofas in Starbucks, 
slurping on your foamy Café Latte, the next stage in the 
ritual is to catch-up on emails, read the latest news, listen 
to a podcast or just search the web ... but STOP. Most mobile 
devices now automatically connect to wireless networks but 
open wireless networks are inherently insecure.

You are giving hackers easy access to your contacts, pictures, 
data and possibly even your company data – making the 
exfiltration easy. Hotel networks are not exempt either. The 
saying, when in Rome, does not apply to open Wi-Fi. 

Apps - read the small print 
You’re walking in the street and a stranger asks permission 
to use your phone. You have all your information, photos, 
contact details etc on there and, of course, you politely 
decline. So why are you agreeing to let the apps on your 
phone do the same? The more access points there are 
to your data, the harder it is to maintain security. Read 
the permissions list and tie it back to the app’s features: 
for example, why would a parking app need to access 
your photos, contacts, text messages and many more 
misunderstood and underestimated permissions? You’re 
right to be suspicious.

Password Recovery
Almost everybody has a password recovery set up of some 
sort. Most people are conscious that simple passwords are 
not secure, so they are making their passwords longer and 
stronger. But the knock-on effect of this is that hackers 
try to find the weakest link in, and so are now looking at 
taking over the password recovery process. Most of these 
recovery processes ask very specific questions such as: 
what’s your first pet’s name, mother’s maiden name etc. 
Hackers can easily source this information and engineer a 
password reset for your account. Any password recovery 
question should have nothing to do with your life – or 
anything anybody could possibly know about you. You 
always have to be one step ahead. 

Common Sense
Banks rarely communicate important account information 
via email, so if you receive an email from your bank that 
does, either logon directly to your application (without 
clicking through from the email) or call them by phone 
to verify. Getting into the habit of never clicking on links 
within an email or opening unsolicited files will save you a 
lot of hassle.

Some people even store their credit card details on 
shopping sites. How many of us have said ‘yes save my 
details so I can go back and order’. You have to be savvy 
online - just enter your credit details manually.

Consumers definitely have a role to play in their own 
security. If you apply these small changes, you will make it 
a lot harder for hackers, and remember, if you are not sure 
- then it’s probably not secure!

 “You always have to be  
one step ahead 
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By Barry Scott, Centrify

As long as it’s complex and long enough, the 
concept of the password has long been viewed  

as a secure and adequate means of protecting data.  
For the security industry however, passwords are widely 
viewed as not being a suitable form of protection 
on their own. Whilst we continue to use them for 
everyday applications, email accounts and device 
logins, alternatives should be considered. 

Whenever we create an online account we will 
undoubtedly be asked to create a password for secure 
access. Whether it be online banking, social media or a 
new e-mail account at work, it is a prerequisite that we 
generate a password with a minimum of 8 characters - 
preferably longer, avoiding obvious names and sequences 
such as 123456 or ‘password’ and always using variations 
on capitalisation, spelling, numbers and punctuation.

System Administrators and IT managers put such password 
policies in place to ensure access to systems is secure and 
that passwords cannot be easily guessed by outsiders. On 
top of this, enforcing regular password changes is a time-
honoured tradition intended to secure the password further.

However, a recent report ‘Password Guidance – Simplifying 
Your Approach’ from the UK Government’s National 
Technical Authority for Information Assurance (CESG), which 
makes some valuable suggestions and recommendations 
on password practices, and advises organisations on how 
to protect their information, also has opposing ideas on 
password expiry. In contradiction to customary regular 
password updates, the report proposes that regular 

password changing harms, rather than improves, security, 
believing it places additional burden on users.

The proposition of not implementing a password expiry 
policy is questionable. For some, requiring people to 
change them may encourage poor password choices and 
recycling them across numerous sites. It can also put 
pressure on users who are forced to think of new ones — 
and then remember them. 

However, passwords remain a primary source of 
authentication to data and business applications for many, 
and as an industry we should be encouraging companies 
to think about how, and why, they use passwords, and also 
direct them towards more secure methods of authentication.

2015 saw a number of big brand companies incorporate 
multifactor authentication (MFA), including Amazon who 
quietly added support for MFA for customers using its 
ecommerce site. The global MFA market is predicted to 
reach more than $10 billion by 2017, as its appeal increases 
as a means of securing sensitive information. Using multi-
factor authentication and implementing single sign-on 
(SSO) to avoid users having multiple passwords, while also 
ensuring the password is adequately protected, is a positive 
(and necessary) step towards keeping data secure.

Users have entrusted their data to a password system that 
is now flawed and outdated. By educating users, we can 
enable them to recognise the risks and how to fix them. 
It’s not simply about changing a password, but altering the 
way in which we use and rely on them.

Passwords remain a primary 
source of authentication

Are passwords past their sell-by date?
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Creating a security-aware mobile culture
By Eldar Tuvey, Wandera

Historically hackers have pursued and targeted 
individuals more frequently than they have 

targeted businesses, as they are typically the path of 
least resistance. However the number of organisations 
worldwide falling victim to social engineering cyber-
attacks is dramatically rising. 

The latest threat duping enterprises out of millions is 
Business Email Compromise (BEC). BEC attacks are carried 
out by compromising or impersonating official business 
email accounts of C-suite executives, typically the CEO or 
CFO. The hacker imitating the executive urgently requests an 
employee, often within the accounts department, to conduct 
an unauthorised wire transaction to a specific recipient, 
usually to pay a fake invoice. The message and hijacked 
email account appears legitimate to the individual who, 
without realising, places their organisation at huge risk. 

Pinpointing the target
A recent example of a BEC attack in action is The Scoular 
Company, an employee-owned commodities trader in 
North America. In this case the fraudster pretending to 
be the CEO told the Controller in a confidential email that 
Scoular was in the process of acquiring a Chinese company. 
The Controller was instructed to liaise with a lawyer at 
KPMG and to wire $17.2 million to an offshore account in 
China, which he did not question.

Within this example, the criminal behind the attack 
has clearly researched the management structure and 
pinpointed which employee is the best target. Sophisticated 
BEC attackers will typically research travel schedules of 
executives or mergers and acquisitions to reference in their 
emails. These hackers are also ultimately taking advantage 
of employees’ willingness to be helpful, especially when 
requested to act by a C-suite executive of the company.

While employees are a company’s biggest asset, they are 
unfortunately usually the weakest link when it comes to 
security. For organisations today, the only way to efficiently 
protect against attacks such as this is to arm employees 
with the know-how to avoid these compromises. 

Educating employees
Education and subsequent repeated reinforcement, is the 
most effective means of protecting companies against BEC 
scams and similar attacks. There is a frightening lack of 
public awareness around the prevalence of these scams, 
therefore CEOs, CIOs and CISOs should educate employees 
on what an attack entails. Employees who are aware of 
the threat and are encouraged and even empowered to 
scrutinise emails will have the confidence to decline or at 
least double check what they perceive as an illicit request. 
A security-aware culture is essential. 

Related to this is the threat of accessing public Wi-Fi hotspots 
on work devices. BEC attacks rely on the hacker having context 
with which to make the request seem legitimate. These include 
email addresses and formats, names, travel details, internal 
processes – all of which can be readily gleaned through man-
in-the-middle attacks on public Wi-Fi. 

Public Wi-Fi hotspots are not typically encrypted, meaning 
that with the right tools, skilled hackers can intercept 
sensitive information on a connected device and use it 
to target that company. Understanding the danger of 
transmitting sensitive data “in the clear” reduces the 
opportunity for a hacker to intercept revealing information 
or to eavesdrop on online conversations. Similarly, 
companies and employees should also think carefully 
before posting information on social media, which could be 
used as context in this type of attack.

Employees are at the heart of every day-to-day process but 
are also the weakest links in cyber-security. Ensuring that 
they are up to speed with current security issues is crucial 
to avoiding falling victim. Responsibility needs to be taken 
within every company – whether by the CIO or the CISO – to 
put strategic, up to date training in place to minimise the 
chance of vital information falling into the hands of hackers. 

Hackers are taking advantage 
of employees’ willingness  
to be helpful
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Ten tips to avoid massive data breaches -  
don’t be the next Sony!
By Benny Czarny, OPSWAT

With Sony recently setting aside $15M to investigate the reasons for, and remediate the damage caused by, last 
year’s data breach, many of our customers—from large enterprises to small business—are wondering what they 
need to do to make sure they aren’t the next big data breach headline. The good news is that most data breaches 
can be prevented by taking a common sense approach, coupled with some key IT security adjustments. 

1.

3.

2.

Employee security training is an absolute necessity. I cannot emphasize this point enough as your 
network is only as safe as your most gullible employee. Even the most sophisticated security systems can 
be compromised by human error - the Sony breach started with phishing attacks and people still use USB 
devices from unknown sources, which is allegedly how the Stuxnet worm was delivered. 

MSOffice documents and PDFs are common attack vectors. Vulnerabilities are identified in MSOffice 
and Adobe Reader on a regular basis. While patches are typically released very quickly, if the patches are 
not applied in a timely fashion the vulnerability can still be exploited. As an everyday precaution, document 
sanitization is recommended to remove embedded threats in documents. 

Access to executable files should be limited to those who need them to complete their duties. Many 
threats are borne via self-extracting files, therefore limiting the number of employees who are allowed 
to receive this file type limits your exposure. Your IT department absolutely needs the ability to work with 
executable files. Bob in accounting? Not so much! 
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4.

6.

8.

10.

5.

7.

9.

Data workflow audits are essential. Data can enter your organization through many different points—email, 
FTP, external memory device, etc. Identifying your organization’s entry points and taking steps to secure them is 
a critical step in avoiding data breaches. At a minimum, scanning incoming and outgoing email attachments for 
viruses and threats and implementing a secure file transfer solution should be considered. 

Internal and external penetration tests are critical. Internal testing is a valuable tool, but hiring an outside 
party to attempt to breach your network will identify security holes your team may have missed. 

Remember that traffic generated internally to your security system may still be suspect.  
For example, the Sony malware connected to an internal security system to impersonate legitimate  
traffic to disguise its malicious nature.

Finding your weakest security link is your top priority. Every office has one, and it will vary wildly from 
organisation to organisation. It might be the employee with their passwords taped to their monitor. It might be 
the deprecated Linux server everyone seems to have forgotten about. You might not be looking for those weak 
links—but rest assured that cyber attackers are. The question is: Who will find them first? 

Store sensitive data in separate locations. Simple data segregation could have mitigated the impact of the 
Sony breach. The hack exposed both internal communications and unreleased video files. Had the videos and 
emails been stored on two separate systems some of the damages may have been prevented. 

Keep your security architecture confidential. You may be excited about your innovative networking 
solution or new cloud-based storage system, but think twice about making any of that information public! 

Multilayer defence is needed. I like to describe defence in depth by comparing it to the defence systems 
you might see at a castle; it could be defended by a large stone wall, followed by a deep moat, followed by a 
draw-bridge, followed by an iron gate, etc. A single layer of defence is not sufficient for your data—it must be 
protected by multiple systems working in parallel. That way if one layer is breached your data is not exposed. 

Most data breaches can 
be prevented by taking a 
common sense approach
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Finding a way in: red team engagement
By Simon Heron, Redscan Ltd

T he IT threat landscape is more complex than it has 
ever been. Vulnerabilities, network entry points 

and hacker techniques extend far beyond what most IT 
departments can comprehend. It is no longer adequate 
to rely on basic perimeter protection – the capabilities 
employed by unscrupulous individuals are comprehensive 
and attack campaigns are commonly executed over a 
period of months.

Although traditional penetration testing is a useful audit 
exercise, it doesn’t provide an accurate representation of the 
tools used by cyber criminals. However, Red Team engagement 
– where a security provider employs a team of ethical hackers 
to attempt to breach a company’s cyber defences and test the 
incident response processes – is a powerful way to understand 
where vulnerabilities lie and the associated risks. 

For example, our Red Team has gained entry to customers’ 
networks using a number of unusual techniques that every 
business should be aware of:

Sitting eye to eye – Video conferencing systems can be 
left open to the Internet due to lax security practices - a 
particularly concerning cyber security policy to adopt. A 
hacker could gain access to the system and with limited 
administrator privileges, subtly observe sensitive meetings 
remotely to gain useful information and data.

Suspicious customers – data centres are known for 
their strong security measures and many operational 
teams are well educated in avoiding suspicious phishing 
emails that contain bespoke malware or links to malicious 
websites used for drive-by download purposes. On a recent 
engagement, our Red Team purchased a virtual server from 
the hosting company without requiring authentication, 
putting themselves inside the perimeter security and able 
to monitor network traffic. From there, due to lax internal 
security, they were able to collect password information 
and other critical information to gain further access. 

Remote risks – most organisations have remote access 
options for flexible workers, however without two-factor 
authentication, these can be vulnerable. Due to the growth 
of professional social media platforms, it is very easy for a 
hacker to research specific employees within an organisation. 
With this information, they are then able to visit the Dark 
Web where they can access numerous breached password 
databases. From these databases, it is possible to match up 
password strings against those being used by other users. 
These databases frequently include password hints and those 

hints can sometimes be the password or provide a clue  
so obvious that the password can be cracked easily. 

Looking Beyond the Obvious
These are just a few examples from recent Red Team 
engagements. What can be done when there are so many 
holes in defences at risk of being hacked? Continued 
engagement is critical, as is the intelligence the Red Team 
feeds back into the Blue Team (those that design and 
implement security measures). 

What is important is that both sets of engagements should 
be business focused; a common mistake is to let technology 
rule. The exercises’ objectives must be clear to gain the 
maximum business benefit. This can include providing 
quantitative measures of success such as mean time to 
compromise (MTTC for Red Team) or mean time to response 
(MTTR for Blue Team). Place a monetary value on any data 
exfiltrated from the organisation, so that the cost of defence 
does not exceed that value over a given period of time.

Some companies require each Red Team engagement to 
start with no knowledge of the target environment but 
this may not always be the best approach. Breaching the 
network is being shown to be inevitable, the question then 
is what would an attacker be able to do and where would 
he or she hide in the network.

What is the damage to the organisation’s business goals? 
Assuming that an organisation is breached is frequently 
the best starting point to get the most out of a Red 
Team engagement. It allows the organisation to see what 
information can be stolen, what damage can be done 
and put a value to breach that just gaining access to an 
endpoint does not do. 

One final point is how to manage the end of the 
engagement. It is important to ensure there is full disclosure 
between the Red and Blue Teams so that both can get the 
most out of the exercise. Too often teams want to hide their 
‘magic recipe’ which reduces the number of lessons that can 
be learnt and in the end leaves the organisation not gaining 
the maximum benefit from the exercise.

Hacker techniques extend far beyond what 
most IT departments can comprehend
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If the worst happens and your security  
is breached, these strategies will help you 
manage the first, crucial few hours and days.

Managing a 
cyber breach
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When a breach occurs, focus on the how,  
not the who 
By Pedro Abreu, ForeScout

P erhaps the reason that the character of Sherlock 
Holmes continues to capture the imagination of 

successive generations is his success rate. Through his 
brilliant intellect and observation skills, he always solved 
the crime. This satisfies the deep human need, sometimes 
lacking in real life, for justice, restitution and closure.

This deep need could also be the reason for the recent shift 
in press coverage regarding data breaches. Whereas in the 
past, when a breach occurred, journalists focused on the 
types and amount of data taken, they now often focus 
on who may have been behind the attack. However, there 
are more important questions than “whodunnit” when it 
comes to network breaches and data theft.

If your organisation experiences a breach, and the odds 
are high that it will, there are five questions that are more 
important to ask than who was responsible:

• What was the entry point? If security managers 
have a real-time view of every connected device, every 
authorised user and every malware link clicked on, they 
have a better chance of pinpointing the incoming threats 
capable of causing damage. Network visibility is essential.

• How can we fix it? Stopping the attack and fixing the 
damage is more important than placing blame, and 
speedy remediation is dependent on good visibility. The 
faster you can see and determine the size of the rip in 
your safety net, the faster it can be repaired. Companies 
have a clear fiscal incentive to minimise downtime, so 
this element is critical to running a business seamlessly. 

• Can they still get in? It makes perfect sense that a great 
deal of energy is put into stopping and assessing the 
extent of the impact. However, without proper visibility, 
most companies are left wondering if they are still being 
breached—that is, whether the attackers left undiscovered 
backdoors that will allow them back into the company’s 
systems later, when the incident response winds down.

• What exactly was stolen? Determining the scope 
of a data loss can be an extremely long process. This 
is especially damaging when a data breach affects 
consumers. Quantifying the breach with speed and 
confidence causes an affected company less harm in 
the long run. 

• What are the lessons here? Cyber security defences 
must evolve intelligently, automatically and rapidly to 
ensure that the same infiltration tactic never works 
twice. Pragmatic, real-world defence depends not on 
making a network impenetrable, but on making it so 
challenging to crack that most attackers will eventually 
move on to easier targets. 

These questions aren’t quite as exciting to ask as ‘Whodunnit?’ 
but they zero in on the key information needed to mitigate 
and prevent cyberattacks. It’s clear that there is something in 
us that wants to be able to squarely point the finger of blame 
at an individual or group, but in the case of security breaches, 
this drive just ends up being a distraction. The focus should 
instead be on how the breach happened in the first place, 
what was taken and what damage was done. Then, figure out 
if any back doors have been left open and shut them tight. 
Finally, learn from the attack and create defences that prevent 
it from ever happening again. This will strengthen the network 
and discourage cybercriminals next time.

Learn from the attack and create defences 
that prevent it from happening again
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Ten critical steps to take in the  
first 24 hours of a data breach
By Jim Steven, Experian

Practice makes perfect and in the case of a data  
breach do you really want to be learning on the job? 

When a breach is discovered, swift action and strategic 
thinking is essential and if you have not prepared and 
practiced a breach response plan on how your  
organisation will respond, reassure and recover, the  
impact can be significant. 

A recent Experian study of 300+ SMEs in the UK that 
hold personally identifiable information on behalf of their 
customers, found that almost a third of those surveyed don’t 
have a data breach response plan in place, rising to almost a 
half of small companies with up to 50 employees. The reality is 
that the smaller a company is, the more financially vulnerable 
it’s likely to be to the instant revenue impact following a 
breach - not to mention the damage to its reputation.

The first 24 hours after a breach are critical but if 
businesses follow these simple steps, they’ll be laying  
the ground for recovery.

1.

3.
2.

Record the date and time the breach was discovered, as well as the current date and time when 
response efforts began (e.g. when a member of the breach team was alerted)

Secure the premises around the area where the data breach occurred to help preserve evidence

Alert and activate everyone on the response team, including external resources, to begin executing 
your preparedness
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5.

7.

9.

6.

4.

8.

10.

Document everything known thus far about the breach, including who discovered it, who reported  
it, to whom was it reported, who else knows about it, what type of breach occurred, what was stolen,  
how it was stolen, what systems are affected and what devices are missing

Review procedures disseminating information about the breach for everyone involved at  
this early stage

Bring in your forensics team to begin an in-depth investigation

Interview those involved in discovering the breach and anyone else who may know about it.  
Document your investigation

Stop additional data loss. Take affected machines offline, but do not turn them off or start probing  
into the computer until your forensics team arrives

Assess priorities and risks based on what you know about the breach

Consult your legal representation and senior management to clarify if any regulatory agencies  
should be notified and, if so, contact them

And from this point on, the real challenge of recovering begins. 

Swift action and strategic 
thinking is essential

Norrie Johnston Recruitment | Page 21norriejohnstonrecruitment.com



Cyber security can affect different commercial 
sectors in different ways.  Here our contributors 
examine how compliance regulations can affect 
behaviours and the steps some industries should 
be taking to better protect themselves.

How different 
sectors are 
affected
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Technology, education and processes —  
the key to user security compliance
By François Amigorena, IS Decisions

When it comes to data security, regardless of your 
industry sector, you’re likely to have to deal with 

compliance regulations. If you’re in the legal industry, 
it’s the Law Society’s Lexcel standards. If you handle 
cardholder data, you’ll have to comply with PCI DSS. 
And if you work in healthcare, there are guidelines 
from NHS England, Wales or Scotland. Then there is 
the umbrella of the Data Protection Act, covering any 
set of information relating to individuals in any sector. 

Compliance requirements for user security  
are similar regardless of industry
While different industries have different security 
requirements, the user security side of compliance is 
remarkably similar because employees in any business are 
human and are prone to making mistakes. Information 
security is a common goal so the steps you need to take to 
achieve compliance in your industry will be similar to others. 

Many regulatory standards provide quite detailed processes on 
how to achieve compliance. This may include implementing 
the right technology to help employees protect information, 
providing regular IT security training as reminders, and 
ensuring that you have an updated IT security policy in place.

For example, PCI DSS and the Financial Conduct Authority 
emphasise the importance of staff training for new recruits. 
NHS guidelines and Lexcel dictate that companies must deny 
concurrent logins on the network with the same employee 
credentials. ISO 27001 states a formal de-registration process 
must be in place for employees who leave the company.

But despite the consequences for non-compliance getting 
more severe through larger fines and even the threat 
of imprisonment, it was surprising to note in our recent 
research that non-compliance is increasing across industries 
with regards to user security. This is worrying for many 
reasons, not least because these companies are putting their 
clients’ personal and sensitive information at risk.

Three of the most heavily regulated industries are 
getting compliance badly wrong
In our research, we surveyed UK and US employees in three 
of the most heavily regulated industries — healthcare, legal 
and financial services.

The research showed that 43 per cent of employees in 
these industries did not receive IT security training when 
they first joined the company and that 40 per cent of 
companies do not have a documented IT security policy. 
41 per cent of companies do not even enforce the use of 
secure passwords. Nearly one in three employees don’t 
need to log-in to company systems to access sensitive 
information and more than half of companies (54 per 
cent) do not immediately revoke network access once an 
employee has left the company.

Each of these statistics represents a window of opportunity 
for an attacker to exploit. Individually, they might be 
harmless. But together, they’re a huge risk to company 
networks and customer-sensitive information.

Your next steps
Compliance is all about following best practices. If you 
do the basics right, you’ll go a long way to becoming 
compliant and providing the best line of defence for your 
company. But where should you direct your focus?

First, address the human aspects of security, by providing 
effective ongoing training and ensuring you have robust 
security procedures in place. Make sure you create and 
share a security policy with everyone in your company and 
include enforceable penalties for poor security.

Technology complements the human aspect of security, and 
is the third part of the solution. Ensure that you have the 
right software in place so employees not only use passwords 
effectively but are prohibited from poor best practices such 
as concurrently logging into your network. Unique user 
logins aren’t helpful if someone has shared their password 
or is logged into two machines at once — how do you 
determine who the unique user is in that scenario?

Three of the most heavily regulated industries  
are getting compliance badly wrong
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Simple steps to better industrial security
By Reinhard Mayr, COPA-DATA

T he current problem with internal security training 
is that the majority of industries aren’t aware 

of the risks. They may have heard of the term cyber 
security, but still associate it predominantly with 
office environments. The energy sector shows the 
most awareness because of recent smart grid breaches. 
However, in many other sectors that use industrial 
automation, there’s a low level of knowledge, which 
correlates to organisations’ levels of commitment to 
improving their cyber security.  Here we look at the 
five vital steps any manufacturer can take to improve 
the security of connected automated systems.

Set up a SCADA security system
Trends like Industry 4.0, Smart Grids and Smart Factories 
are all opening systems up to security risks. Previously, 
manufacturing and IT departments had isolated systems 
but increased connectivity is bringing the two together. It is 
almost impossible to share information over a network and 
not risk unauthorised personnel gaining access. However, 
industrial automation SCADA/HMI software has the ability to 
encrypt data across the network and provides centralised user 
administration, so obstructions are in place to stop breaches.

The ability to set parameters is a software feature that 
strengthens industrial security. Standard products, firewalls 
and interfaces that open communication ports are usually not 
configured, meaning intruders can see which doors are open. 

Identify potential threats
For the added security necessary in today’s facilities, 
encrypting all data that is transmitted over networks to 
other stations and companies is the best solution. However, 
for automated SCADA systems, encrypting data can be a 
disadvantage to productivity. Transmission of encrypted 
data can only be done over a high-performance network, 
lengthening the process for standard users. 

SCADA engineers need to identify the security risks in their 
application and pinpoint what data needs to be protected. 
For example, if employee training records were to be 
accessed, the consequences wouldn’t be as drastic as if, for 
example, more private product specification documents 
were instead compromised.

Keep your policy updated
When setting up your initial security policy, commitment from 
CEOs and management is extremely important as the most 
challenging step is ensuring that the entire workforce has 
a common mindset. If there are breaches in one area of the 
company, protection measures elsewhere can become obsolete. 

Your security policy should include a regular risk 
assessment, carried out at least once every twelve months. 
This allows you to identify potential breaches and assess 
how vulnerable your system is to attacks.

Train the team
When new industrial automation software is implemented, 
the provider should ensure standard training on all of its 
features, from operating the user administration platform, 
to identifying encryption requirements. 

Over the past few years, the number of security breaches 
has been rapidly increasing. To counteract this, companies 
should be prepared to increase their focus and employ 
the help of Chief Information Security Officers or external 
specialists. If your staff are aware of the consequences of  
a security breach, they may be more willing to make 
changes to current procedures. 

Not all internal security breaches happen intentionally, and 
it’s likely that your employees won’t consider them as they go 
about their day-to-day activities. Following these simple steps 
can give you peace of mind, a workforce that is engaged and on 
board with security policies and a secure automated system. 

The majority of industries 
aren’t aware of the risks
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Five dos and don’ts of cyber security for retailers
By Paul German, Certes Networks

With $4.45 billion spent during a major online 
shopping weekend in November 2015 alone,  

it’s clear that the need for retailers to safeguard credit 
card data, consumer data, transactions and other 
sensitive data is becoming ever more pressing. Such  
a large volume of critical data is passed between 
various points every second, making it essential for  
the infrastructure to be protected from end to end. 

To combat this, there are five essential dos and don’ts  
for retailers to keep in mind when putting security 
strategies in place.

Don’t: Assume your system is safe
Do: Accept a breach is going to happen 

It’s an unfortunate fact, but one that retailers must come 
to terms with: data breaches are inevitable. The number of 
data breaches hitting the hacking headlines this year alone 
shows that retailers need to accept that hackers will get in, 
and instead should focus on using crypto-segmentation 
strategies to limit what the hackers can access. 

Don’t: Rely on breach detection  
and protection policies alone
Do: Focus on breach containment  
to keep the hackers at bay  

With the acceptance that breaches are going to occur must 
come the recognition that breach protection and detection 
policies are no longer enough. Instead, retailers must open 
up to the world of breach containment, a strategy that 
focuses on limiting the scope of a breach by containing it 
to a single segment of the network, instead of leaving the 
hackers to move laterally throughout the system.

Don’t: Define your software strategy  
by the network 
Do: Make security application  
and user specific 

It’s no longer acceptable for an effective security 
strategy to focus purely on the network. Instead, modern 
software-defined security positions the security policies 
and protection functions around applications and users, 
which, in a retail environment, means only giving access 
to customer data to those that need it. For example, a 
sales transaction and the accompanying payment card and 
consumer data should be accessible to only the authorised 
sales person conducting the transaction. The company 

logistics managers, corporate managers, HVAC contractors 
and others do not need access to the transaction data. 
Yet the primary security model used by retailers has no 
effective isolation of the payment card application. In 
breach after breach, hackers have compromised a user 
unrelated to the payment card systems, then moved 
laterally to get to the payment card information. 

Don’t: Allow any network to be trusted 
Do: Put segmentation and isolation in place 
to protect applications on all networks

Retailers must adopt a “No Trust” security model that assumes 
there is no such thing as a trusted network or IT environment. 
Instead, every user, device, network and application must be 
treated as untrusted, and all enterprise systems should be 
considered already compromised. Additionally, applications 
must be segmented, which simply means that a method 
such as encryption is used to isolate the application flow and 
prevent access by unauthorised users.

Don’t: Focus security on individual silos  
Do: Manage security end to end  
across all silos

The enterprise IT environment is fragmented across 
many silos, includ¬ing LAN, WAN, Internet, mobile, Wi-Fi, 
cloud, data centre, remote facilities, disaster recovery and 
backup and others. Each of these silos has its own method 
of application protection and access controls, and is 
commonly managed by separate teams in the enterprise. To 
combat this, a strategy is needed that enforces protection 
and policies horizontally across all silos, requiring no 
changes to the network or applications, and putting all 
control in the hands of the security manager.

An effective cyber security strategy needn’t be complicated; 
however, it’s about knowing which strategies are effective and 
which approaches to take in order to protect valuable customer 
data and avoid the PR catastrophes faced by many retailers in 
the on-going wave of headline-grabbing data breaches. 

The need for retailers to 
safeguard data is becoming 
ever more pressing
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Effective threat detection strategies  
for the financial industry
By Tony Berning, OPSWAT

Over the past few years, the financial industry has 
been moving towards more digitisation and greater 

accessibility, mostly due to the industry’s competitive 
nature. In retail banking, customers expect access to 
their accounts at all times, from any device that has 
access to the Internet. Banks are also offering more 
services than ever before, from digital deposits to 
money transfers, and any bank that does not offer 
these services will surely lose customers to competitors 
that do. Unfortunately, these new services provide 
an easy way for cyber criminals to attack financial 
institutions. Some of the threats affecting the financial 
industry have taken advantage of this digitisation 
trend by using multiple channels to extract funds that 
they have compromised.

Similar forces are driving commercial banking towards 
increased automation and connectivity. With the majority 
of trades of equity, currency and commodities now done via 
electronic exchange, transaction speed can make or break a 
trade. Automated algorithms now execute trades so quickly 
that the physical distance trade orders travel (at the speed 
of light), to reach trading platforms significantly impacts 
profitability. This focus on speed has pushed more operations 
to become automated with less focus on human interaction.

This combination of greater automation with more 
information being stored on interconnected networks means 
that financial institutions have more to lose if hit by a cyber 
attack. Because of the potential for large gains, malware 
developers have rapidly adapted their methods, creating 
new types of threats such as banking malware. There are 
many different attack vectors that need to be considered, as 
well as various strategies that attackers may use that need 
to be addressed. For instance, some attackers may attempt 
to get information out of financial institutions, such as 
customer information, account numbers, etc that they can 
then use for financial gain. An example of this is the recent 
Shifu attacks on Japanese banks. Other attackers may be 
looking to compromise systems within an organisation and 
modify their behaviour to either move cash out or to create 
conditions that they can profit from. Other attackers may 
not have a financial motive at all, instead aiming to sabotage 
critical networks for geopolitical reasons. 

When designing a data security policy, threats need to be 
addressed as part of a comprehensive program. The first 

step is to ensure that proper authentication is in place 
before conducting any transactions, such as multi-factor 
authentication to ensure that customers are who they say 
they are. After confirming their identity, it is still important 
to check all data in the transaction to ensure that the user 
isn’t unknowingly bringing in any malware. This can be 
done by defining a secure data workflow to detect and 
eliminate any threats.

Handling sensitive data is best addressed by keeping it 
within segregated networks that have limited access to 
outside networks, reducing the likelihood that the data 
can be extracted by any malware that has managed to 
compromise the secure network. A combination of secure 
data workflow policies and unidirectional transfer devices 
(data diodes) can be used to make sure that high-security 
networks stay appropriately isolated.

A regular security scan should be part of any financial 
institution’s security strategy. Advanced Persistent Threats 
(APTs) can stay in a network for long periods of time, 
avoiding detection and waiting to carry out an attack. ZeuS 
, one of the most persistent threats in the financial industry, 
has been around for almost nine years and is constantly 
adapting to compromise more systems. The Shifu virus has 
continued spreading as well, moving from Japan to the UK. 
Anti-malware engines are always updating their detection 
techniques and databases, so it is important to perform 
regular system scans and continue to check files for threats, 
even in secure networks that have been fully scanned before.

Financial institutions are at risk from cyber threats because 
of the large amounts of money they handle as well as  
the technological innovations they are making that leave 
them vulnerable to new attack vectors. It is crucial that 
these organisations consider the security implications  
of any new technology, in order to keep up with the 
evolving threat landscape.

New services provide an easy 
way for cyber criminals to 
attack financial institutions
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Mobile wallets: the new fraud frontier
By Ryan Wilk, NuData Security

Mobile wallets are enjoying increasing adoption, 
with payments made via mobile devices in the 

United States expected to total $90 billion by 2017 
according to Forrester Research.

With the near-ubiquity of mobile devices, banks are under 
pressure to come out with their own mobile banking apps, 
but security fears abound.

Mobile apps currently hold many credit card details raising 
concerns about security, and legitimate applications 
passing data to other applications in an unauthorised 
manner is gaining more attention. A single pin unlocking 
all of the stored accounts, allowing much greater exposure 
is another possible drawback. 

With a company’s brand reputation and customer loyalty 
on the line, how can institutions secure payments 
via mobile wallets? The key is trusting the user based 
on behaviour. Deploying advanced user behavioural 
analytics allows organisations to detect good users more 
accurately while improving customer experiences. Tracking 
behavioural patterns shows who the real users are, and 
when it comes to fraud attempts banks can leverage that 
same information to identify bad actors.

How does behavioural analytics work? By focusing on 
observed characteristics of who the user is, it profiles 
users and accounts through their lifecycle across multiple 
channels. This empowers two key capabilities; firstly, it 
enables risk managers to detect and respond to risk sooner, 
reducing the chance of financial loss. Secondly, when the 
user reaches a transaction point, fraud managers have the 
full context of their previous behaviours to make a better 
decision about the transaction.

To collect all these observed characteristics, non-PII 
networks analyse billions of transactions, creating a store 
of anonymous identities that are categorised as either 
good or risky users. These identities remain completely 
anonymous, adhering to privacy laws. Utilising this, a bank 
is provided with an early warning system, alerting them 
when a user is behaving ‘badly’, even if it is the first time 
the user is approaching their site.

User behaviour analytics can also help answer bigger 
questions, such as:

• How did the user behave previously when they logged 
in? Are they behaving the same way now?

• Is this ‘user’ creating a fraudulent mobile wallet with 
stolen account information?

• Is their behaviour repeated? If the behaviour is the 
same every time, perhaps it is a good user. But if it’s 
the same behaviour that 1,000 users are all repeating, 
it could indicate the creation of bogus accounts with 
stolen credit card data.

Observing user behaviour in detail is the best way of 
beating fraud. There are at least twenty mobile wallet 
systems currently in use, according to a study from the 
Carlisle & Gallagher Group, expanding the threat landscape 
significantly. Relying on a single layer of defence is always 
going to end badly. Profiling across multiple channels, and 
using analysis from billions of transactions, provides the 
insight needed to more accurately detect mobile wallet 
fraud. Behavioural analytics offers banks the insight they 
need in order to protect themselves and their customers 
from fraudulent activity.

Observing user behaviour is 
the best way of beating fraud
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Size doesn’t matter: cyber security and the SME
By Tarun Samtani, Findel plc

With 63 per cent of UK SME online retailers 
planning to increase the number of channels 

they traded through in 2015 to grow sales and one 
in four e-retailers intending to start using online 
marketplaces to increase sales, small companies are 
increasingly opening themselves up to the cyber threat.

However, some of the major positive changes I’ve noted 
from working with retailers in the last few years is that 
Boards are increasingly taking an active interest in learning 
about the cyber threats that can affect the business. 
Cyber security discussions have moved on from IT meeting 
rooms to Board rooms and being talked about as a part 
of the Enterprise risk management. New roles dedicated 
to tackling this threat are being created in organisations. 
Security Awareness programmes are being upgraded from 
just a routine eLearning session to interactive classroom 
sessions and gamification exercises. 

The UK Government estimated that online crime now 
costs the country £27bn a year according to The Cost of 
Cybercrime report. 

Most organisations have layers of defence mechanisms to 
protect them but the malicious actors still manage to get 
through to the data they are after. SMEs are most commonly 
targeted by the adversaries due to the lack of resources, 
knowledge and experience. One of the most common 
misconceptions I hear is ‘we are a very small fish to be 
attacked and so carry less risk’. My response to this has always 
been ‘size doesn’t matter’ when you are in an online cyber 
sea. If you are a business utilising modern technologies, then 
you have information to protect, irrespective of the size of the 
business, you are a target all the time.  

Continued on next page >

Size doesn’t matter 
when you are in an 
online cyber sea
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Size doesn’t matter: cyber security and the SME (continued)

Some of the most common problems that hinder 
organisations from maturing in cyber security are very similar. 
Most of them lack, or are weak in, the following areas:

a) Information governance Even today, many 
organisations are finding it difficult to do the basics 
like governing the data that lives in the organisation. 
One of the most important challenges faced by the CIO 
is to understand where the information is and who 
has access to it. It may sound a very simple task but it 
can be daunting and that is why some organisations 
ignore it, so you may want to lean upon some experts 
if you do not have the resources to help you with 
mapping this out. Once the crown jewels have been 
identified, the next step is to understand and map the 
different paths an adversary could take to get to them. 
This is called Attack Path mapping. Once the paths are 
validated, it’s all about tying them to risk levels that will 
drive priorities, bringing us nicely to the next topic of 
risk management.

b) Enterprise Risk Management Cyber and information 
security risk management needs to be part of the 
enterprise risk management framework as a separate 
entity not under IT risk. Having it under IT dilutes the 
attention of those cyber risks and may not give enough 
clarity to the senior executives.

c) Cyber security Awareness Most organisations do have 
awareness programmes that are mainly for compliance 
purposes. Recently the trend is changing and the 
organisations are realising that most cyber-attacks 
these days are in some way caused by human error. To 
reduce the risk of cyber threats, the human OS needs to 
be patched in such a way that staff not only understand 
their responsibility for security but also take an active 
role in improving the cyber security of the organisation 
by using best safe practices.  

 A key to the awareness programme is that it must 
target groups from top to bottom relative to the 
risk. Many groups are at higher risk because of the 
amount of sensitive data they have access to. For 
example, the system administrators hold the keys to 
the kingdom but are mostly paid less attention when 
it comes to awareness training because they are very 
technical staff. This is most commonly an issue with the 
awareness programmes. 

d) Enterprise Architecture It is crucial for a business 
to have a single entity/function that sits across the 
business to oversee all the different projects in the 
organisation and aligns them to the business strategy. 
This entity is Enterprise Architecture function. It could 
be an individual or a team but it’s very important for 
someone who understands how the business operates, 
suggests changes to improve processes, IT, Security 
and plays a key role in translating requirements from 
the senior executives into various down streams like 
IT, Projects and security. Many organisations small and 
large have various departments that work in silos and 
usually forget how their role fits in the overall strategy 
of the organisation. This can be easily fixed by having 
an architecture framework not only for the security 
arena but for the complete enterprise. In the long run, it 
will save the organisation a lot by having fewer tactical 
solutions coming out of each department and more 
requirements covered by the implemented solutions 
giving better ROI and security. 

It’s not difficult to fix any of these areas within a short 
space of time, depending on the size of the organisation. 
Look internally for skills that you can use or externally if 
you need to create new roles. In the short term, you may 
want to call upon the experts in the particular area to get 
you from where you are and where you need to be on 
the security maturity curve to prevent the cyber security 
breaches of today.
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To finish, some thoughts on how  
cybercrime affects us all, along  
with a set of common sense rules  
we should all be following.

How to protect 
ourselves from 
cyber scams
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Biggest scams and how consumers  
can protect themselves
By Sarel Lamprecht

At a time in the advanced cyber world where everything can 
be traced, tracked and analysed, one would hope that the 
amount of cybercrime should be decreasing, but in fact, it is 
doing the exact opposite. 

In February 2015, arguably the largest global cyber-crime 
took place when £650 million was stolen from various bank 
accounts around the world after a Russian gang planned 
an attack for two years. The malware planted by the gang 
allowed them to view live video feeds from secure offices 
giving them access to the relevant data to pull off the heist.

Verizon’s Data Breach Report for 2015 states that phishing 
attacks are still the main source of cyber-crimes as they 
lead to two thirds of espionage cases. According to Google, 
the number of phishing attacks increased at an escalating 
rate in 2015, at nearly fifty per cent up on the previous year. 
Alarming, to say the least.

Cyber criminals seem to be at least two steps ahead, 
especially in the United Kingdom where, in 2015 alone, 
cyber-crime cost the Brits a total of £174.4m. Emails are still 
the main source for delivering phishing scams with most 
emails prompting a reply, requesting personal information 
and a third containing a potentially vicious hyperlink.

Taking phishing further, spear phishing emails target key 
staff in organisations using personalisation to increase 
click through rates. Interestingly enough, various industries 
“perform” better, with telecommunications and professional 
services workers falling for this before any other industries. It 
is especially noticeable when they believe they are receiving 
an HR document or delivery confirmation.

So who are these phishing scams pretending to be from?
McAfee recently published research showing that 95 per 
cent of phishing e-mails still look like they are coming from 
banks, eBay and Amazon. But phishing is almost as old as 
the commercial Internet, with first reports coming through 
in 1995. Over twenty years later, people are still falling for 
these scams as more and more individuals gain access to 
the Internet.

So what is the best way to protect yourself 
from being a victim of a cyber-crime?
• Be sure to download a reputable anti-virus 

software package onto ALL the devices that you use 
to connect to the Internet – including your mobile. 
Consumers tend to overlook securing their mobile 
phones but are quite happy to have access to their 
Gmail and other email accounts via their phones.

• Never give personal information if requested and of 
course, never hand over bank account login details 
online or on the phone.

• When transacting with a website, make sure it has 
an extended validation certificate including secure 
socket layer (SSL) which provides the highest level 
of encryption available online. You can check for 
this in your browser.

• Don’t be tempted to download an attachment from 
an email sender that you are not familiar with, 
especially a file with a .exe extension.

• Never accept a call from an IT consultant who 
claims to know that there is an issue with your 
device and that they can assist you remotely. They 
will require your login details which you must not 
hand out.

• Double check a mobile app’s origin before you 
download it – even if it is offered in Reputable app 
store. Go to the main website to check that it does 
in fact exist.

• Be aware that Tuesday is the most popular day for 
phishing attacks and end of the Month, when bills 
are being circulated.

• Protect yourself with a phishing warranty in case 
you are a victim of cyber-crime.

And finally, as the British National Fraud Intelligence 
Bureau states as part of its Get Safe Online campaign: 
Think Twice Before You Act.

Norrie Johnston Recruitment | Page 31norriejohnstonrecruitment.com



Norrie Johnston Recruitment

Cyber experts
We’d like to thank the cyber experts who have contributed to this download. Their insights demonstrate the value that 
knowledge and experience can bring to a company by both minimising the risk of a cyber attack and ensuring readiness 
should the worst happen.

We help our clients source such highly specialist talent, finding people with exactly the right mix of skills, experience and 
language capabilities – no matter where in the world they are needed.

Our IT and Technology team has a proven track record of placing permanent and interim specialists with major players 
across the world.  Recent clients include:

“NJR are an outstanding company to work with since 
they understand the need to deliver high quality 
people but also at speed and with unrivalled client 
service.  What’s more, NJR have outstanding people 
who not only understand recruitment but who have 
fulfilled senior executive roles in all their key sectors 
on a global basis.  So they can instantly understand 
a client’s needs and its culture and use this to source 
top quality candidates who will be effective on a 
long term basis.” Former Group COO,  
VimpelCom and CEO, Telefonica Germany 

“I just wanted to say thank you for your input, 
support and advice during our first Interim 
appointment.  The advice you gave was excellent, 
your first candidate was spot-on and of course we 
are excited now at having our Interim join our team.  
You’ve helped to make this process very straight-
forward and uncomplicated and I will have no 
hesitation in recommending your services to  
others in the future.  Thanks again.”  
Managing Director, Avonline plc

If cyber security is high on your agenda and you are considering adding a cyber expert to your team,  
don’t hesitate to contact one of our specialists to discuss your recruitment needs.  

To find out more call us on 0207 118 0540 or  
email info@NorrieJohnstonRecruitment.com

VimpelCom Avonline


